Public Highly Confidential

Internal

LONDON
SCHOOL of
HYGIENE | 74
S&TROPICAL \ iy JNe)
MEDICINE \&==

Limited to members of the School and
specific collaborators. Disclosure beyond this
may result in temporary inconvenience to
individual(s) or organisation(s) or minor
damage to reputation that can be recovered,
and has a small containment cost.
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Information that is published
for the public and/or could
be disclosed with no risk.

Limited to specific named
individuals. Disclosure beyond this
will cause significant upset to
individuals or is expected to result in
containment costs and/or financial
penalty.

Very rare - limited to specific named individuals
having to work in a very restricted manner due
to the risk of significant legal liability or severe
distress/danger to individual(s) or severe
damage to organisational reputation or
significant loss of asset value.
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Data Storage Options

User’s own data
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‘/ daily

User & system admin

Faculty/
Departmental data

‘/ daily

Staff and RD students in
designated
department/faculty
All staff can access U:

X

High capacity
storage space for
large data sets

‘/ mirrored

User only unless shared

X

Must be connected to
MyFiles or Horizon to
access remotely.
Bulk or legacy
network drive content
must not be copied to
SharePoint (wider
guidance to follow in
relation to GDPR)

Mapped access to
Home and Network
drives

Provides remote access
to above 3 storage
solutions

User only unless shared

In-transit encryption
only

Formally known as Filr

Processing of
sensitive data

X

Authorised user only

Not by default —
possible to
configure

Access is restricted on
a workstation basis

Research data that
requires long-term
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Registered group members
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Data storage and
transfer

encryption for
personal data

X

User only unless shared

In-transit encryption
only

X

storage
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LG e to be applied applied by owner only accessible from
SitaEls mobile devices.
Recommend OnebDrive is the

equivalent to DropBox
and supported by ITS

Sharing of reusable

X

v

Permissions based access

X

Anon page views
and download

AR RN R E IR NN NN

http://datacompass.Ish
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Not by default

research outputs daily stats only tm.ac.uk/
Tablet & web form Il en_crypted. D l;]ttac uko endaaidelshe
[ Encrypted data can be Decryption webforms W ferred
collection & surve / / / dail accessed via web with user requires key file| X work RED(;ZEITE erret over
Y by name and password. + user name + online _ nmos
tools password circumstances due to
enhanced security
At rest and in
_ ODK ODK transit. App works
Bull_ld and managed / / Preferable due / Preferable due / Unencr()jlpt_ed dal;a paﬁn 3 / Decryption X online & | https://redcap.am.Isht
online surveys an to enhanced to enhanced daily accessed via web with user requires user off-grid m.acuk
databases security security name and password T T
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Transfer of Use shared N R ] (6
documents from / space and If personal data, it Recipients only unless /
one person to consider must be encrypted x x shared x x gtag;oredocument
another recipients 9
o Available on request: N N .

emporary . : ot by default— ot recommended for
unimportant data N?;gt?f : i Ln USSLZE ng?’g:lg ;jr:/ciictéacked x Partl;:ulrilrlyt Tl Local user only (by default) possible to x Not by default data or document
only p P, P (glragl‘?pcl)grsl) configure storage
Data storage and / Only when Only when x x User only but technically x x / z‘;ggf%’ggﬂ‘g;d i@
transfer encrypted encrypted anybody if lost or stolen

storage

These services are not supported by ITS. You should use caution before storing information on Google Apps, Dropbox, or any other cloud service provider.
For all cloud services, including OneDrive (which we do support), you must consider the sensitivity/criticality of the information as well as research/grant restrictions and Confidentiality Agreements.
As a general rule, if there are legal or reputational consequences should the information you are storing be lost, stolen, or seen by unauthorised persons or organisations, you should not use a cloud service provider to store, transmit, or process it. ltems
classified as Confidential or Highly Confidential must not be stored here!
Information mgmt. and security policies are available on the School website. Guideline 1 relating to Cloud storage services applies: https://www.Ishtm.ac.uk/aboutus/organisation/information-management-and-security

These are guidelines for using available data storage. Discretion is required as there will be exceptions. ITS / March 2020

If you are unsure which storage option to use for certain circumstances, please contact the ITS Helpdesk for advice.

E\ https://servicedesk.lshtm.ac.uk


https://servicedesk.lshtm.ac.uk/
https://www.lshtm.ac.uk/sites/default/files/data-classification-and-handling-policy.pdf
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http://opendatakit.lshtm.ac.uk/
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https://redcap.am.lshtm.ac.uk/
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